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hospital [5], [6], and it improves the quality of the medical
service [7]. When storing the patient information in
electronic format there are also some disadvantages or
question marks related to privacy [8].

Abstract— Nowadays in many hospitals all over the world
there is an acute lack of physicians. In many cases in such
hospitals, the physicians are overwhelmed by a large number of
patients which they must consult or visit after a surgery. In
order to help them, the physicians are accompanied by resident
students which are learning from the physician, but also must
note his observations, usually there is a student in the group
which will note the observations and then, after the visit he will
wrote down on the patient observation sheet the physician
observations. Many times, the student is not able to write
everything down and he is writing what he is remembering
resulting that important information will be omitted. To solve
this problem, the paper proposes an information system which
allow the physician to record his observations using a smart
phone, then the recording is converted to text using a cloud
speech to text service and added to the patient observation
sheet. The system allows to preserve the confidentiality of
medical data and addition of new (medical) words to
dictionary.

The privacy of the electronic medical record has been
approached in different papers in the scientific literature and
is a problem which is still debated; in [9] a literature review
has been done regarding two important topics: security and
the privacy of the electronic health record (EHR) systems.
An important problem is related to the way that data is
gathered and published from EHR, in [10] a survey related
to the algorithms proposed to process and publish patient
data which are also preserving the privacy has been
conducted. A similar problem regarding the access control
and sharing patient medical data was also discussed in [11].
Privacy of medical data is a very sensitive topic
approached by a series of papers, in [12] is presented a
framework which proposes the usage of Statistical
Disclosure Control (SDC) methods on non-numerical
clinical data, preserving the semantics and using
anonymized data. The methods presented are focusing on
continuous-scale numerical data.
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I.

Introduction

The research in [13] presents a methodology based on
good practices to offer privacy of medical data, in [14] is
presented a platform which offers privacy protection on
personal health record.

Each patient in the hospital has an observation sheet, this
is an important tool which can be used by the physician to
monitor the evolution of the patient and the response to the
medication. Depending on the hospital and the specialty, the
observation sheet may vary al the level of the information
which is included but there are also common fields [1], [2].

A natural step in electronic medical data management is
to introduce cloud computing technologies in the process.
The cloud can solve problems related to the storage, access
and processing for medical data, all of this done in a secure
way. The introduction of cloud as a solution for medical
data storage and retrieval das been discussed and validated
in literature, for example in [15] cloud computing is used to
share personal health records, [16] presents how cloud can
be used to implement a management system for electronic
medical records.

The observation sheet is analyzed by the physician, and
sometimes when the case is complicated, or the physician
doesn’t have the expertise, an opinion from an expert is
requested and in this case the patient observation sheet is
available also to the expert in order to see the medical
history of the patient. If the observation sheet is available
only in hard copy this process will be cumbered. A solution
for this problem is to use an electronic observation sheet,
solution which has been implemented in many cases. Using
an electronic observation sheet allows that medical data to
be retrieved much easier and faster [3], [4], allows that the
analysis of the data can be done internally or outside the

The problems related to the integration of cloud
computing in medical data processing has been discussed in
[17], [18] and [19], while problems related to patient data
privacy in cloud have been discussed in [20].
The paper is presenting an information system which is
using mobile and cloud services in order to help physicians
to manage the observations in the patient observation sheet,
allowing manipulation of medical data in a secure way.
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II.

The Information System

The system which will be described next is an
information system which allow the user to acquire medical
observation data, to store, process and retrieve information
from the patient observation sheet.
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Figure 1. The information system.



The main function of the system is to allow the physician
to fill the observation data into the patient clinical
observation sheet rapidly, accurate and without omissions,
and this without the help of another person, in this way the
system is allowing the physician to use his time more
effective. The approach is to use a smart phone to record the
physician observations, the voice is recorded in mp3 format
and the file is sent to a server which sores the file but also is
sending the file to be processed by a Speech to Text
Software as a Service (SaaS) cloud service which returns the
transcript. The transcript is then imported in the patient
clinical observation sheet and then printed and attached next
to the bed of the patient.

After verifying that the patient has been identified
correctly, the physician has two options:
i)

to cancel the process and to rescan another QR
code or,

ii)

to start recording the observations

When the physician decides to add his observations to
the observation sheet he will start the recording and will
speak on the phone microphone (or handsfree) as he is
usually using the phone in a conversation. The recording can

The information system presented in Figure 1, has three
main components:

be canceled if the physician wants to start all over again also
can be placed in pause if the user wants that, the pause mode
is also selected if the application is placed in background
(for example if the phone rings or if another application is
started on the phone in foreground). If the recording is in
pause, the recording then can be continued after pressing the
resume button on the interface. After the observations have
been recorded, the physician can press the send button
(Figure 2) and then he can continue the visit by consulting
the next patient.

•
A mobile application which can be executed on
iOS or iOS or Android phones
•
A set of tools running in a private cloud (IBM
Service Delivery Manager), which offers authentication
services for the mobile application, storage for medical data
and connectivity services with a Speech to Text SaaS
service
•

A patient ID which is used to identify the patient
observation sheet in cloud which will receive the
recorded observations.

A Speech to Text SaaS service

The process of using the system is the following: when
the physician starts his visits to the patients he will start an
application on his phone for observation data recording. The
mobile phone should be connected to the hospital WiFI Hot
Spots. When the application starts is requiring a username
and a password for authentication, the authentication
protocol is Kerberos v5 which uses Advanced Encryption
Standard (AES) encryption algorithm, the authentication
credentials are not stored on the phone. After the logon the
physician can start the patient evaluation, then he will take
the patient observation sheet attached to the bed of the
patient and scans a Quick Response Code (QR Code) which
is printed on the patient observation sheet.
The QR Code contains two identification information:


The patient name which is used by the physician to
verify that the observation he will make will be
linked to the correct patient

Figure 2. The mobile application.
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When the send button is pressed the recording is
converted in mp3 and is sent into a database on the private
cloud which stores the observation sheet, along with the
mp3 file other information is stored: the ID of the user
which has recorded the observations and the patient ID for
which the recording has been done.

IV.

The private cloud offers the following services:
1. Allows the physicians to authenticate using the mobile
phone and the Kerberos 5 protocol [21], [22].
2. Stores the patient observation sheet data including the
physician observations and the transcript obtained after
processing the mp3 file without alteration. A versioning
system is used which allows to keep history of all changes
into the database this feature can be also used in malpractice
cases investigation.

After the mp3 file is sent to the database, an agent which
is running in cloud takes the file and sends the file to the
Speech to Text SaaS service, the file has attached also
metadata tagged to it in order to have a correlation with the
patient ID. The SaaS service returns the transcript stored
into a plain text file or an XML file where each word has
also a timestamp identifying the moment in time when the
word is pronounced in the mp3 file, in this way corrections
on the transcript can be done easily without listening the
entire file.
III.

3. A SaaS agent is running on the private cloud and
monitors the database, when a new mp3 file is uploaded in
the database the agent connects to the Speech to Text SaaS
service using SSL Encryption, and request that the file to be
processed. The request is executed using REST API. After
the request is processed and the transcript is returned, the
information is placed back in the database.

The Mobile Application

The mobile application is developed in C++ using
Embarcadero RAD Studio. The RAD Studio developments
environment was used because it offers a set of tools
allowing a rapid application development and deployment
and also offers the advantage that a single project
(application) can be compiled for iOS and Android without
changing the code.

4. The private cloud offers access to view or edit the
patient data based on privileges through a web application.
The data which can be viewed or modified includes also the
observations transcript which can be corrected, this being a
useful feature because the transcript wrongly converts some
words which can be corrected later. The web application is
using digital certificates, so the connection is encrypted with
SSL.

The mobile application offers three functions:


Permits the user to connect to the private cloud
services and authenticate through Kerberos protocol



Allows the physician to identify the patient and
patient ID by scanning a QR code



Allow recording the physician observations in mp3
files and sends those files on cloud for storage

The Private Cloud Services

The contains also an mp3 player which can be used to
play the mp3 observations files. If the transcript is in xml
format and contains also the timestamps for each word,
when the user clicks on a word, the player places the cursor
in the mp3 file at the moment when the word is pronounced,
and this allows the user to correct the word much easier
without playing the entire file.
The services offered by the private cloud are
implemented through four distinct applications: i) A
Kerberos authentication server; ii) An IBM DB2 Express-C
database, which has been selected for the native support of
pureXML which offers high performance in managing XML
files; iii) a SaaS agent which is continuously monitoring the

When the application is authenticating is not storing the
credentials locally, also after an observation was recorder
and transmitted to the cloud the mp3 file is deleted, so on
the mobile phone there is no personal information which is
kept locally.

Figure 3. The phone application for observation recording.
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database; iv) a web application for data access.

sometimes when a second opinion is required from a
specialist, the currant physician can associate the
observation sheet with the specialist which can
connect remotely, can see the patient observation
sheet (which does not contain any personal data) and
can only add a comment to the observation sheet
which the physician can see and can take into
consideration when is changing the medication or is
re-evaluating the patient.

The connections and the interactions between the
applications running in the entire infrastructure can be
viewed in Figure 3.
The entire system was designed to have a high level of
security, and is using multiple security principles like nested
security controls, nonrepudiation services, authentication
and authorization controls, least privilege principle, etc.
A special attention has been paid to security and
specially to confidentiality of the patient data and the
medical data stored and processed by the system. In order to
protect the confidentiality multiple security controls have
been implemented.
For example, in order to connect to the system, the
physician must connect his phone into the private WiFi
network of the hospital. The connection requires the use of
WPA2 protocol which is encrypting the data. After
connecting to the hospital network, the physician must
authenticate using the mobile application, this is done using
the Kerberos 5 authentication protocol which is using
Advanced Encryption Standard (AES) encryption algorithm
for which there is no efficient attack to break the encryption.
In this case we have two nested security controls which
requires double authentication (at network level and at the
application level) and the communication has also two levels
of encryption (the data for authentication is encrypted using
two algorithms for the connection between the mobile phone
and the WiFi access point, and from the access point to the
authentication server the data is encrypted through
Kerberos). Kerberos is encrypting the data only for
authentication and WPA2 protocol uses encryption for all
traffic between the mobile phone and the hospital network.





There are also other roles like administrator which
can add new users associate roles, make backups,
etc. Another important role is monitor which allows
to see every change in the system, this role being
used for audit purposes.

V.

Conclusion

The paper is presenting an information system which is
helping the physicians in their daily patient visits to add
their observations into the patient observation sheet by using
only a smart phone.
The observations in mp3 are sent to a Speech to Text
SaaS service (hosted by Google or Vocapia) and the
transcript can be corrected later if needed.
Using the observations recorded three tests have been
made:

The least privilege principle is used at the web
application level and at the database level, where multiple
users and roles have been defined:



Another role is the role student, which is similar
with the role guest, but it has only read only rights,
this role is used for training the resident students
which can be associated with multiple observation
sheets by the physician in order to see how
complicated cases have been treated in the hospital.

The system is compliant with EU GDPR regulation, and
is not sending any patient data outside the hospital, the
mobile application is not storing on the phone any data, the
SaaS agent is processing only audio information which
cannot be used to identify the patient, also the only role
which has access to patient data is the roffice role which can
use the web application only from the hospital network.

Nonrepudiation mechanism implies that any action
executed by a user of the system will not be possible to be
denied by the user in cause. This principle has been
implemented at the level of the mobile application and at the
level of the web application in such way that any change of
the observation sheet at the level of the observation data will
be saved into a new version of the observation sheet, in
other words, a data which was recorded will not be erased,
so nonrepudiation will be in effect having all the activity of
the user at the level of the observation sheet stored and
accessible for audit purposes or even for investigating
malpractice cases.





The roffice role is used at the hospital reception in
order to create the patient file and the observation
file, also here a physician can be associated with the
patient depending on the speciality and the type of
investigation the patient requires.
The role physician is the only role which can use the
mobile application in order to add observations into
the patient observation sheet, this role also can be
used to add data or modify data on the observation
sheet of the patient.

1.

The first test was used to process the mp3 files without
alteration, this means that the audio file contained also
background noise and voices. In this case the
recognized word represents 57% for Vocapia and
Google 75%.

2.

The second test was conducted on files which have
been filtered to reduce the background noise and other
voices. The results in this case improved as follows:
Vocapia 73% and Google 84%.

3.

The third test has been executed on files where the
recordings have been done in a controlled manner: the
physician voice constant and without inflexions, and
also the other personnel dear the physician kept silence
during the recording. The results in this case have been
also improved: Vocapia 86% and Google 93%.

For each test we used 20 mp3 files, the improvement of
the results during the three tests was significant, but not all
words were recognized (mainly because the medical terms
are not in the dictionary), so the physician must spend an
additional to correct the transcript. Even if Google service
has obtained better results the physician will spend more

Other role is guest, this role is associated to
specialists which are not working in the hospital, but
they are collaborating with the hospital staff,
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time to correct the file because the transcript is in clear text
an is not containing time stamps. On the other hand, the
Google service used is free. Vocapia offers the transcript in
xml with timestamps which allows a faster correction but
also the ability to add words in the dictionary by improving
the service or using locally a machine learning algorithm to
train new words.
Regarding the security the system uses local connections
which are encrypted using WPA2 protocol for WiFi
connections and AES protocol for authentication.
Connections in Internet (accessing the SaaS service) are
encrypted with SSL and no personal information is sent
outside the hospital. The connections to the web applications
are also encrypted using digital certificates.
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